UY BAN NHAN DAN  CONG HOA XA HQI CHU NGHIA VIET NAM

XA TAN HOI Poclap - Tw do - Hanh phic
S6: 187KH-UBND Tan Hoi, ngay 04 thangs nam 2026
KE HOACH

Trién khai md hinh bao dim an toan thong tin 4 l6p

Cin cir Chi thj s6 14/CT-TTg ngay 07/6/2019 ciia Thu tuéng Chinh phi vé
viéc tang cuong bao dam an toan, an ninh mang nham cai thién chi s0 xép hang
cua Viét Nam;

Can cu Ké hoach sé 18-KH/BCP ngay 24/6/2026 cua Ban Chi dao tinh Ve
phat trién khoa hoc, cong nghé, d6i méi sang tao va chuyén doisd tinh An Giang;

Can cua Cong van s6 4136/CAT-ANM ngay 28/7/2026 cta Cong an tinh An
Giang vé trién khai mo6 hinh bao dam an toan thong tin 4 16p.

Uy ban nhan dan x& (UBND) ban hanh K¢ hoach trién khai md hinh bao dam
an toan thong tin 4 16p trén dia ban xa Tan Hoi, cu thé nhu sau:

I. MUC TIEU, YEU CAU
1. Muc tieu chung

Bao dam an toan thong tin (viét tat 13 ATTT) quan trong trén dia ban xa; bao
dam kha nang thich ing mét cach chu dong, linh hoat v& giam thiéu cac nguy co
de doamat ATTT trén mang, déra céac giai phap ung pho khi gip su c6 mat ATTT
mang, Xay dyng khong gian mang cua Xa an toan, virng manh, c6 nang lyc phong
vé t6t, kha ning chong chiu cao, bao V¢ ving chic chi quyén, an ninh, loi ich quoc
gia, thong tin trén khong gian mang, on dinh chinh tri, x& hoi. Phat trien ha tang an
ninh mang, ha tAng sO hién dai, gop phan phét trién chinh quyén sé, kinh t s, xa
hoi s6, cong dan sb; dua xa Tan Hoi thudc nhoém an toan, an ninh khong gian
mang, an ninh dit li¢u va bao vé dir li¢u.

2. Muc tiéu cu thé

- Tao chuyén bién manh mé& vé nhan thic va hanh dong trong toan h¢ théng
chinh tri va xa hoi trén dia ban xa.

- Ra soat, khiac phyuc 100% céac 16 hong, diém yeu an ninh mang tai cac hé
thong thong tin cua co quan Dang, Nha nudc, Mit tran T qudc va cac doan thé.

- Pé xuét tinh phé duyét cip do an toan thong tin va trién khai mo hinh "4
l6p" cho toan bg hé thong chinh tri.

- Nang cao nhén thirc ctia can bo, dang vién va ngudi dan vé bao mat thong
tin, an ninh mang va an ninh dr L€u; gioi thi€u can by tham gia dao tao, boi
dudng, tap huan ndi dung an ninh mang chat lugng cao.
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- Tang cu’O'ng ky luat, ky cuong trong quan ly nha nudc vé an ninh mang;
thyc hién quan tri an ninh mang dya trén danh gid rii ro, tun thu tiéu chuan, quy
chuan ky thuat.

- Thiic day ung dung cac cong nghé tién tién nhu tri tué nhan tao, phan tich dir
liu 16m, giam sat thong minh dé phat hién sém va xir Iy kip thoi cac mdi de doa
mang. Chuyén d6i sang mo hinh phong tha chu dong, cac giai phap méd hoa hién
dai phuc vu bao vé€ dir li¢u quan trong, dit liéu bi mat va giao dich cia Nha nudc.

3. Yéu cau

Cac hé théng thong tin cta cac co quan trén dia ban phai dugc da:mh Vgié hién
trang va kha nang bao dam an ninh mang, du bao cac nguy co, sy co dé dua ra
phuong an img pho, img ctru su ¢o kip thoi, phu hop.

- Hoat dong tmg curu su ¢4 mit an toan thong tin mang phal chuyén tir bi dong
sang chu dong, bao gom Chu dong thyc hién san ling cdc mdi nguy hai va ra soat
16 hong trén cac hé thong thong tin trong pham vi quan Iy.

- Thuong xuyén trao d6i thong tin, chia sé kinh nghiém trong cong tac bao
dam ATTT gilta cac co quan trén dia ban; tan dung sy phoi hgp, ho trg cua Coéng
an tinh (Phong an ninh mang va phong, chong tdi pham sur dung cong nghé cao).

I1. NOI DUNG MO HINH

1. Lép 1: Luc lwgng tai chd (100% Cén bd, cong chire, vien chirc va
nguoilao dong thugc xa Tan Hoi thuc hi€n)

B4 trf toi thiéu 01 can bg c6 trinh d§ chuyén mon hodc c6 nang lyc, ky nang vé
cong nghé théng tin 1dm daumdi An ninh mang.

- D01 v6i quan Iy, kiém soat hoat dong may tinh: Tuy¢t doi khong cai dat cac
phan mém la, trd choi, hodc phan mém hd tro tir xa khi khong c6 yéu cauky thut.

- P6i v6i két ndéi mang: Khong str dung chung dudng truyén Internet ciia co
quan cho muc dich phat Wifi cong cong cho nguoi la strdung.

2.Lop 2: Giamsatbao vé chuyén nghiép

- Trién khai bao vé diém cuéi bam bao cac may tinh lam viéc cua cac don vi
phéi dugc cau hinh, cai dt phan mém phong chéng mi doc vakhong dugc tu ¥ tat,

g& bo phan mém nay (bao gdm ca phian mém mua ban quyén; phin mém WlndOWS
Security).

- Ludén dam bao an toan cac tai khoan: Thyc hién dang xXuat toan bo tai khoan
phan mém dung chung (Quan ly van ban, Dich vu cong...) saukhi khong str dung, két
thiic budi lam viée. Tuyét ddikhong lru méat khau trén trinh duyét web.

3.Lép 3: Kiém tra, danh gia an ninh mang doc 1ap

- Pinh ky t6i thiu 01 nim mot lan thyc hién kiém tra, danh gia, ra quét, phat
hién 10 hong, di€ém yéu, ki€ém thtr xam nhap h¢ thong.

- Hr?mg quy, can b(§~d?1u mdi thuc hién ra soat danh sach cac may tinh trong mang
LAN; kiém tra, huong dan vi€c tudn thi cac quy dinh vé€ bado mat thong tin, trong do
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c6 viée thiét 1ap, doimat khau truy cap; thu hoi quyen truy cap cuacac can bg, cong
chtre, vién chire di chuyén cong tac hodc nghi viée.

- Chu dongra quet mé doc toanbo hé thong may tinh 06 thang/lan. Kip thoi trao
d6i, cung céap thong tin, ph01 hop khic phuc céc sy cd xay ra hoic dugc diéu phdi tir
co quan chuyén trach v€ an ninh mang cua tinh (Phong An ninh mang va phong,
chdng toi pham str dung cong nghé cao, Cong an tinh).

4.L6ép 4: Két ndi, chia sé véihé thong giam sat mang qudc gia

- Ctrcanbg lam dau mbi An ninh mang tham gia day du cac cudc dlen tap ung
ctrusu ¢d an toan thong tin do Cong an tinh hodc co quan ¢6 tham quyén to chic.

- T6 chie dién tap noi bo tai don vi ddi véi cac tinh huong gid dinh vé mi doc,
tan cong mang hoac mat dir li¢u.

- Khi thdy mdy tinh c¢6 dau hiéu bi chim bat thuong, file bi d6i dudi (dau hiéu
ma hoa), hodc mat quyén truy cap tai khoan, phai ngat két n61 mang ngay 1ap tirc va
béo c4o vé Canbo dau mdi An ninh mang, kip thoi bao céo vé Cong an tinh (Phong
An ninh mang va phong, chdng toipham st dung cong nghé cao) trong vong 15 phiit.

III. KINH PHi THU'C HIEN

Kinh phi thyc hién K¢é hoach nay dugc sir dung tur ngudn ngan sach nha nudc
theo phan cap ngn sach hi¢n hanh; 16ng ghép véi kinh phi thyc hién cac chuong
trinh, ké hoach, dé an khac c6 lién quan va cac ngudn kinh phi khac theo quy dinh
cua phap luat.

IV. TO CHUC THUC HIEN
1. Van phong HDND-UBND xa

- La co quan dau moi, chuyén trach vé img ctru sy c0 ATTT mang trén dia
ban x3, cd trach nhi¢m chu tri theo doi, don doc, phdi hop voi cac co quan don vi
to chure trién khai thyc hién K& hoach nay.

- Tham muu, to chic thyc thi, don déc, kiém tra, danh gid, giam sat, hudng
dan cong tac bao dam ATTT dinh ky hing ndm hoic theo chi dao ctua UBND tinh
d6i v6i cac co quan nha nude, doanh nghiép trén dia ban x4. Tién hanh xu 1y theo
quy dinh cta phap ludt cac ca nhin, co quan vi pham trong cong tdc bao dam
ATTT mang.

- Phéi hop Phong Van hoa - Xa hoi, Cong an xa xay dung ho so dé xuét cap
do an toan h¢ thong thong tin.

- Tham muu cho UBND x4 cir can b¢ co trinh d9, kinh nghiém tham gia xur
1}'{, ung ctru cac su cO v€ An ninh mang, ATTT xdy ra trén dia ban xa khi ¢c6 yéu
cau.

2. Cong an xa:

- Chu tri, phdi hop véi Van phong HPND - UBND x4, c4c phong, ban, nganh

Xa t6 chuc dién tap ndi bo tai UBND x4 d6i v6i cac tinh hubng gia dinh vé ma doc,
tAn cOng mang hodc mat dir lidu.
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- Chu tri, ph01 hop Van phong HDND - UBND xa va cac phong, ban, nganh
lién quan dé xudt khen thuong cac tdp thé, ca nhan c6 thanh tich xudt sic trong
thuc hién Ké hoach, noi dung dién tap.

- Tong hop bao cdo, tham muu Uy ban nhan dan x4 t6 chirc hoi nghi so két
hang thang (xét thay can thiét) va hoinghi tong két hang nam.

Trén day 1a ké hoach trién khai m6 hinh bao dam an toan thong tin 4 16p. Yéu
cau céc phong, ban, nganh doan thé; can bo, cong chirc va co quan, t6 chirc trén dia
ban trién khai thuc hién nghiém tac; qud trinh thyc hién c6 kho khan, vudng mic
béo cdo UBND xi (qua Van phong HDND-UBND) dé tong hop trinh linh dao
UBND x3i giai quyét./. m

Noi nhgn: | /" KT. CHU TICH
- S& Khoa hoc va cong nghé; PHO CHU TICH
- Cong an tinh; ¢

- Thuong truc Bang ty xa;

- Thuong Truc HDND-UBND x3;
- UBMTTQ Viét Nam x&;

- Chu tich va cac Pho Chu tich xa;
- Céc phong, ban, nganh xa;

- Trudng CAC 4p trén dia ban xa;

- Luu: VT, PVHXH.

Le Quang Nhut



		2026-08-03T14:00:55+0700


		2026-08-03T14:34:26+0700


		2026-08-03T17:33:44+0700


		2026-08-04T09:16:34+0700


		2026-08-04T09:16:34+0700


		2026-08-04T09:16:34+0700


		2026-08-04T09:16:34+0700




